Step-by-Step SAP Bl Security

SAP Bl security is an integral part of any Bl implementation. Integrating all the data coming from various
source systems and providing the data access based on the user’s role is one of the major concerns of all
the BI Projects.

Security of SAP R/3-ECC systems are based on the activities while SAP Bl security is focused on what
data user can access. Security in Bl is categorized by major 2 categories:

Administrative Users — The way we maintain security for administrative users is same as ECC security
but we have additional authorization objects in system which are defined only for Bl objects.

Reporting Users— We have separate tools(Analysis Authorization) to maintain security for reporting
users.

What is Authorization Object?

It allows to check whether a user is allowed to perform a certain action. Actions are defined on the fields,
and each field in authorization object should pass the check. We can check all the Standard Bl
Authorization Objects using tcode SU21 under the Business Warehouse folder:

Maintain the Authorization Objects

[@ Regenerate SAP_ALL |

Slal@lE=) Sx=ER] (&L D]zl a]s]

Class/Object |Tex J1ype |
P ] PPO1 Postprocessing Office Object .
Clea Quaslity Management Object
r RO Aumonzatlons BW Senvice API Object ..
= R Informatiorn nous Object.
@) S_RS_RSFC Wmeuthorization Check for RSFC Author

& s_rs PPm Myihorization Object for Bl Planning Process Manage. . Author..

B s_RS_RsSTT Tegization Object for RS Trace Tool Author._.
B RSANPR Authornzation for Analysis Process Author..
A s_rs_BCS BEx Broadcasting Authorization 1o Schedule Author
B S_RS_AUTH Bl Analysis Authonzations in Role Author...
) S_RsS_BITM Business Explorer - BEx Reusable web itemns (NW 7. Author..
@ S_RS_BEXTX Business Explorer - BEx Texts ( Maintenance ) Author

@ S_ RS _BTMP Business Explorer - BEx Web Tempiates (NW 7.0+) Author...

With the SAP BI 7.0 we have new tool to maintain the reporting level security. We can access this new
tool using tcode RSECADMIN which replaces the old RSSM tool of BW 3.x.

## Below are the Step-by-Step instructions to create/maintain authorization objects for SAP Bl Reporting:
I am covering the scenario where each employee (Sales Team) is assigned with one territory number, and
the data should be accessible to employee based on their territory only. For this scenario to work we have
to set security restriction for the corresponding territory InfoObject (ZDWSLTER).

# The first step before we create any Authorization Object is to set all the InfoObjects as authorization
relevant for which we want to restrict data access.
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Charactenistic ZDWSLTER

Long description Territories (All)

Short description Territorles (All)

Version @ Active * Saved
Object Status A& Actve, executable

General Business Explorer @ Master dataftexts Hlerarchy @ Atiribute

| General setings

Display
BEx description dilug g gy —
Selection g#Tection Restriction <5

g Only Values in InfoProvider
Only Posted Values for Navigation
Selector Box Without Values

[

(i

Query Def. Fllter Value Selection

Query Execution Filter Val. Seleclgy
w

peficy atiribute

-

[V] AuthorizationRelevant

| BEx Map |

Authorization Objects on InfoObject’s of type Characteristic:
# For accessing the new Analysis Authorization tools we use tcode RSECADMIN -> Authorizations Tab
-> Maintenance Button

Management of Analysis Authorizations

' Authorizations

. —
Tcode - RSECADMIN

'\
Y ‘& Maintenance

: IQ Generation ]
l
=y Transpot |

# We can also use tcode RSECAUTH directly to come to maintenance screen:
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Maintain Authorizatio&s: Initial Screen

|6E(’ Display Hﬁ Change HD C ate | Copy HE Delete ||l:é> Usage |

Authorization |

You can maintain the Authorization either by clicking on
Manitenace in RSECADMIN tcode or you can simply use tcode
RSECAUTH

# We have to give the technical name of the Authorization Object (ZDWKJTEST) then hit the create
button:

Maintain Authorizations: Initial Screen

|6’<{’ Display ”i Change ||D Create ” Copy || [ Delete ||:§> Usage |

Authorization  ZDWKJTEST

Create Auth Object

# The very first step of creating any Authorization Object is to add the special characteristics as field for
restirction:
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Maintain Authorizations: ZDWKJTEST Create
[i Change <> Display J [é’c'l Check Format ] [cé- Usage ] [ﬁ Information J

Short Text TestKJ
Medium Text TestkJ
Long Text Testi

& Detailsj

Charact/Dimensions |Description Intervals Node m
= (]
(<]

[

# The below 3 characteristics are mandatory for defining any Authorization Object. If we don’t have this
we will get no access to any InforProvider. By default this gives us access to all the InfoProvider(Full
Access), but we can also set the value of InfoProvider for which we want the Authorization Object to

work.

Maintain Authorizations: ZDWKJTEST Create

|2 Change <> Display | |88 Check Format ||+ Usage | [l Information |

Authorization: ZDWKJTEST Last Changed: POOD26869 | 02/25/2008 10:22:28)
Short Text: Testkld

MediumText ~ TestkJ
Long Text TestKJ

Auth. Structure

Charact/Dimensions Intervals |Node
|TcAACTVT Activity in Analysis Authorizations (%] 4]

OTCAIPROY Authorizations for InfoProvider %) [=]

loTCAVALID Validity of an Authorization kY
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# Now | am adding the infoobject(ZDWSLTER) for which we want to add restriction:

Maintain Authorizations: ZDWKJTEST Edit

|2 Change <> Display ||§3 CheckFormat ||+ Usage | [l Information |

Authorization;  ZDWKJTEST | LastChanged:  PBB626869  02/25/2089 11:12:55)
Shont Text: Test Kl
Medium Text: Test kKl

Added the Characterstic on which we want Authorization to Work

Auth, Structure
Charact/Dimensions

IDescripﬁon Intervals |Node

[alD)s |

TLAALT T Activity in Analysis Authorizations &)

TCATPROY Authorizations for InfoProvider N |
OTCAVALID Validity of an Authorization )
ZDWSLTER Teritories (A1l )

# We can double click on the newly added infobject, and can define the value which we want to allow for
this InfoObject. We can also set the dynamic value using Customer Exit Code which we will cover later
in this blog.

Maintain Authorizations: ZDWKJTEST Edit
|2 Change <-= Display | & Usage | /[l Information |

Authorization: ZDWKJTEST
Charact ZOUSLTER

Hierarchy Authorizationg

Value Authorizations

echnical Charact Value (to) |
3, P

0 [Technical Character. (from
I EQ 1101105

I

-
[+]
|
k |
|
|
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# Saving the changes:

g . I dH/ Qe CHR OO0 HE @®

Maintain Authorizations:

wihorization: ZDWKJTEST Last Changed® PBOB26869 02/25/2089|11:12:55
short Text frestiky

ledium Text: TestKJ

.ong Text TestKJ

BR va BED lemEa & oo

Auth. Structure |
Charact/Dimensions Description Intervals |Node
Activity in Analysis Authorizations 8] [+]
Puthorizations for InfoPravider | =
Validity of an Authorization x|
Territories (All) L]
Maintain Authorizations: ZDWKJTEST Edit
' Change <> Display | §& Check Format | [ Usage | /[l Infarmation |
Authorization: VZDUVKJTVEST \ Last Changed: ;P98026869 92125!28@9“ 1 1712:55
Short Text Testk) il
Mediurn Text. TestKJ |
Long Text: TestKJ
l[I?Aﬁ.ﬂhorization ZDWKJTEST Already Exists! =

50 ¥4 BiE
Auth. Structure
CharactiDimensions

jﬁﬁ%% o Do You Want to Overygs MM?

mml © Ne : Cancel |

The Authorization Already Exists!

oI |

Assigning Authorization Objects to Users:
# Go back to previous screen (RSECADMIN) by hitting the back button, and click on assignment button
under user tab:
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Management of Analysis Authorizations

Go back to RSECADMIN - User Tab & Click on
Assignment Button

Authorizations
Analysis Authorizations MNetiWeaver Transactions S
Q, Assignment [# UserMaintenance |
=% Transport @ Role Maintenance |

# Now we can assign the created Authorization Object to any user using this tool.

Bl Reporting: Init. Screen Assignment of User Authorizations

&y Display H/ Change | | [D User Maintenance [[0 Role Maintenance l

Enter the user for whom you want to assign
Auth Object

User \ZNBITSRTS| _ [a9)

Alias

# Adding the created Authorization Object (ZDWKJTEST) to the user ZNBITSRTS. | will be using the
same user through out this blog for running any query so that it can use the restrictions which are
applying using the Authorization Object.
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Assignment of User Authorizations: Edit

| Change <> Display ||+ Usage | | [(B User Maintenance || Role Maintenance | | [[Hl Informs

| Authorization Selections:

Name (techn) ZDWKJTEST|

| User. ~
Name: (ZNBITSRTS
Last Change: PODA26369

Manual or Generated Role-Based
7l al
Assigned Authorizations i
Auth. Short Descr. onigin_|E
(4]
=]

Assignment of User Authorizations: Edit

|&# Change == Display || Usage | | | User Maintenance ||@® Role Maintenance | | | [l Information

Authorization Selections:
Name techn.) ZDWKJTEST st KJ
oa Insert Il—;ﬁ. Nodes |

User:
Name: ZNBITSRTS
Last Change: POBO26SE | 082/

Role-Based

Manual or Generated (1 )

G

Assighed Authorizations

# We can also assign the authorization to users through role/profile using the standard Authorization

Object S_ RS AUTH:
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<0BJ>= BC-SRV-KPR-BDS: futhorizations for Accessing Documents
<0BJ> Authorization Check for RFC Access
<0BJ> BI fnalysis Authorizations in Role

= ZS5M__Dpp4pD <pUT= BI Ana is Authorizations in Role
[——E] BIAUTH FLD= BI Analysis Authorizations: Name of an futhorization
<0BJ> Business Explorer - Components

| <0BJ> Business Explorer - Components: Enhancements to the Owner
<0BJ= Transaction Code Check at Transaction Start

— e

o

# We can check the Authorization Objects assigned using roles/profile for any user using tcode RSUO1
or we can also use the path tcode RSECADMIN->user tab->assignment->user->role-based

Assignment of User Authorizations: Display
|/ Change <-> Display || Usage | | |[& User Maintenance || Role Maintenance | |[H info

Authorization Selections: 7U'§er;7
Name (techn ) | (@ Name: NBITSR
8  nset |4 Nodes | Last Change: 00026869

Manual or Generated m— /
=

Assigned Authorizations _{
Auth. Short Descr. lorigin |
Call Activity OVWN '
ZDYDSTSQ OWN ZDWDSTSQ_OWN
|ZDWDSTSO RES ZDWDSTSG_RES
ZDWSFEMP_ALL Sales Employee ALL

kL Sales Territory ALL
DWSTER OWN Sales Territory OYWN
4mm&_om Sales Territory OWN
[

# User with Authorization Object OBI_ALL is having full access to data, and can overwrite any other
Authorization Objects assignment to it.

All the Authorization Objects
Assigned from Role/Profile
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Assignment of User Authorizations: Display

| Change <> Display | & Usage | | User Maintenance ||@® Role Maintena

AAuthorization Selecﬁoqg; User;, -
Name Qechn) | C) Name:
i;“' Insert  BZN Nodes | Last Change:

Manual or Generated m
L BE eal

~ Assigned Authorizations J
Auth. Short Descr. origin_|[E3

-

# Query on InfoProvider with Authorization Objects: Below is the test query in which | added the
InfoObject for which we created the test Authorization Object (ZDWKJTEST).

1 Fiee Characteristics [ Columns | ITenitones (&1) (Dribdovn CF

= Key Figures | 600 @ -
/§@ Record Count Z = |@
Advanced |

General | Display | Hierarch
| Teritories (Al
¥ Use Standard Text
Technical Name
[ZOWSLTER

Temnitones (All)

Same Object on which we
created Auth Object

# 1 am running the query with the same user name (ZNBITSRTS) whom we assigned the Authorization
Object (ZDWKJTEST).:
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we l Co m e Same User ID Password for which we Assigned our ZDWTESTKJ

Auth Object

Your certificate will be mapped to your user 1D
User ID and Password Logon Page

|usero * |ZNBITSRTS
l Password * [....o...l

Logon Problems? Get Support

SAP NetWeaver’

@ 2002-2006 SAP AG All Rights Reserved

SAEd

# The query output displays the authorization error, and we can check the error log using
tcode RSECPROT:

& You do not have sufficient authorization

Test Auth Query- KJ

| Information || Prirt Yersion || Export to Excel || Back || Fitter || Comments || Save &s |

User is not authorized

& User is not authorized
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Authorization Logs: Selection

|© configure Log Recording | I Inforr

Selection Cnteria |
UTC time stamp in short form 00/00/0008 00:01 to
Executing User enBITSRTS  [@) o
Restricted User » to
~ Delete Selections |

Give the Same User with which we
assign Auth Object, and Ran Query

Data Source
@ From Database
O From Archive

Number of Selected Logs: 27 | &y Display jﬂ Delete ]

AR
v E|H B3

:xec. User |Restr.Use |Date |Time  |UUID
TNBITSRTS [ ZNBITSRTS 02125/2009 11:52:38 49A58A3740F90225E1008000AC1812B2

INBITSRTS ZNBITSRTS 02/25/2009 11:56:52 49A3BB14E23D0142E1008000AC1812B2

Select the last log

# The below log explains we are missing with some of the characteristics for the created object. Logically
we can think that we are only using one characteristic in our query and we did add it in Authorization
Object, but why still we are getting Authorization Error? The reason is we always have to add all the
authorization relevant InfoObject’s of the InfoProvider on which we created query.
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Relevant Characteristics for Detailed Authorization Check
(Characteristics with Full Authorization Are Not Listed!)
List of Effective Authorization-Relevant Characteristics for InfoPrcvider ZDWwW0003;

DCALYEAR

ZDWAREA

ZDWCAREA

ZDWCDIVEN

ZDWCRGN

ZDWCSFRCE

ZDWDIVSN
ZDWHCPALC__ZDWSLTER1
ZDWHCPALC__ZDWSLTER?2
ZDWHCPALC__ZDWSLTER3
ZDWHCPALC__ZDWSLTER4
ZDWHCPALC ZDWSLTERS

The log says we are missfng wiih
Characterstics from Inforpovider which are
Authorization Relevant

# Now I added all the missing InfoObject’s with full access for the Authorization Object (ZDWKJITEST):

2 Change == Display | & Check Format || Usage | ([l Information |

thorization: , RARA2ERER  02.28/2009 11:36: 18]

oriTed:

sdlum Text

ng Text:

1R va BE 9 M B[4 & petails |

Auth. Structure

Charact/Dimensions |Description lIntervals  |Node 31
LT6ALINT Actity In Anaiysis Auborizalior : ' gl
1
CTCAVALID Validity of an InfoProvider in the Created Auth Object

Temitories (All)

# | have restricted the query with input ready variable on InfoObject territory (ZDWSLTER):
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= Ff ermtories (All)

E Temtones (All)

et

1?!09&&5

2 B |99

Defaut Values | Cunency/

General I Replacement Pa
‘Description
[Testks
I™ [iseStarded Tedl
|yDw_TESTKI3
‘Global Settings
Type of Variable
[Charactesistic Value

Processing By
[Manual Input/Detauk Ve

Reference Charactenstic
|Temtonr. Al

# Running the query with the same territory what | assigned for territory field of Authorization Object:

Variable Entry

Available Variants: | |~ | Save || Save As.. || Dewete | Show Variable Personalization

Testk) | 1101105 (m )

R‘unni'r'lg”the quéry with Same User Name

# The query returns output without any authorization error:
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Test Auth Query- KJ

# We can check the log in RSECPROT for the last run of query:

[[] Node Authorizations [¥] Authorization Cteck

End of Preprocessing

Filling the Buffer...
..Buffer Filled

Main Check:

Subselection {Technical SUBNR) 1
Supplementation of Selection for Aggregated Characteristics
No Check for Aggregation Authorization Required

Following Set |s Checked Sompanson with Follovng Authorized S8t Reasu Remaining Set

Characteristic Content(in SOL Format) [l Chatacteristic Conteni(in SAL Farmat)

OTCAACTVT |ZDWSLTER="1101105' |[OTCAACTVT [IEQ 03 Authorized o
ZDWSLTER |AND OTCAACTVT ='03" | |[ZDWSLTER [IEQ 1121105

Subselection (SUBNR) Is Authorized

# Running the same query with some different territory number:
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# We got the authorization error because of the value which we assigned for the object is not same as
what we passed:

£ You do not have sufficient authorization
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TNOOE= ANy Ve AUTTOTIRZE oS Are O
End of Preprocessing l

Filling the Buffer_. ‘
. Buffer Filled
Main Check

Subselection (Technical SUBNR) 1
Supplementation of Selection for Agaregated Characteristics “a |
No Check for Aggregation Authorization Required “ '

= = comp”, onwith Following Authanzed Remsainin
Following Set ls Checked .T.O. i vwith Following Aut maining
of

Set

~hAarar rictic Canten Nl Earrn- g = = =
Characteristic Content{in SGL Forr.o | characteristic Content(in SQL Formab

mﬁ'af" 7 |loTcascTvT |IEQD3 ';;"A“‘hm'zed
AND OTCAACTVT = 03" |[|ZOWSLTER |IEQ 1101105

3 T e QUSSR T T A e

OTCAACTVT
ZDWSLTER

# Authorization Variable on Query:

Using the Authorization Variable we can populate the value of InfoObject at run-time directly from the
Authorization Object field’s value.

Characteristic Restrictions. By Default Values I

A Temtones () % @ |-

Currency/Unit | Advanced |
Genetal | Replacement Path | Details | O
Description
[TestAuhKJ
I s Eandsden
[YOWTESTAUTHKI
B——
| Type of Variable
[Characteristic Valus

Authorization Variable on the same Auth Object

Processing By

| Heference Chasacteristic
| T emitocies (A1)

# If we have authorization variable defined for the query and when we run the query it will not prompt us

for the variable selection screen & will run the query directly for the value we defined for the field of the
Authorization Object.
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Test Auth Query- KJ
| Information || Prirt Yersion || Export to Excel || Back || Fitter || Comments || Save &z |

Territories (&) & Record Count & 1

\ e bid
1101105 22.000 |

Query with Authorization Variable Runs The Report
Automatically By Taking The Value Of Variable From Auth
Object

# Rather than assigning the fixed values in the authorization object, we can also define the technical name
of the customer exit variable in the field’s value starting with ‘$’ symbol which will read the value of
Authorization at query run-time based on the return value of customer exit code:

Maintain Authorizations: ZDWKJTEST Edit

|i Change =-= Display H@ Usage H Information |

Authorization: ZDWKJTEST
Description: Test KJ
Charact. ZDW,S,LTEB, | Territories (All)

Hierarchy Authorizath » Object with
- Value Populating
rom Customer Exit

BER & EED Bl Code

Single Intervals
@ Q |Technical Cha Technical Charact. Value {to)

I EQ $ZTA =)

1 Walue Authorizations

lmlﬂﬁ_

# Below is the sample code which reads the territory based on the portal login-id from the reference table
which we have in our Bl system:
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\BAP Editor: Display Include ZXRSRUO01

=|[=]| Bl [@f | el ||| | 4] ][] | (@Gt | [ Prety rinter |
Hude ZXRSRUO1 Active

[l ] el (2ic]

AUTHORIZATION WITH THE YALUE OF THE SALES REP MASTER RECORD ASSIGNMENT

‘ase i_vnam.
when 'ZTA'.
data: v_terr type /bic/azded0E
clear: v_terr,

hic/zdwslter.

1f 1_step = 6.
select single /bic/zdwisiter /bic/zdwpfunc from /b
where /bic/zdwlogid = sy-uname
and ochjvers = '&°.
if not v_terr 1s initial and v_part = '04'
clear 1_s_range.

g into (v_terr, v_part)

Based on employee login table you can

1_s_range-low = v_terr. determine his territory, and assign it at
l_s-range-stgn 2 .T. ] runtime using Auth Object
1_s_range-opt = "EQ".

annand 1 o ranna +a o + ransao

Use of ‘:> Symbol in Authorization Objects Field’s Value:

# Now | am covering the scenario where query is not using any InfoObject for which we have restriction
of values in the Authorization Object. | have added division as object in query which is having full
authorization access, and now we don’t have any territory object in query anymore:

B
'Free Characteristics (2, Columns | ISales Division (Drilldown Charactel
= E Key Figures | m_//; =) |% i

/8 Record Count
General | Display | Hierarchy | Pl
Description
{Sales Division
V' Use Standard Text
Technical Name

|ZOWDIVSN
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viaintain Authorizations: ZDWKJTEST Display

& Change <> Display | o€ Usage | [N information |

edium Text
ng Texd:

(ZDWKJTEST
|TestKJ
Test kKJ
Testkl

Last Changed:

A [ ELB_J DY [l el =lz] ]g Details

PO0026869 021251260

Auth, Structure

Charact/Dimensions Deascrption Intervals [Node |
OCALYEAR Calendar Year x|
loTcancTvT —_ 3]
OTCAIPROY Il Access for ZDWDIVSH .
|aTcavaLip Valldity of an Megorizatian =
Z0UARER Sales Area N
ZDNCARER CPR Sales Area x|
{ZDWEDIVSH CPR Sales Division =
ZDWCRGN CFR Sales Region =
{ZDYCSFRCE CPR Sales Force ﬁ\!ﬁ
|zoun1ySN Sales Division B

# Even though the division object is having full authorization access, still when we run the query we get

authorization error:

Test Auth Query- KJ

| Information || Print Version || Export to Excel || Back || Fiter || Comments || Save As |

User is not authorized

© vser is not authorized

Even though divsion is having full access user is getting
auth error becuase of the territory authorization which we
have for the same inforprovider

# By checking authorization log we can clearly see even though the query is not using territory InfoObject
it still checks for its value at query runtime because this object is part of InfoProvider on which we have

defined the query:
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Filling the Buffer...
...Buffer Filled

Main Check:

Suhselection (Technics
Supplementation of Selé
Check Added for Agare

Even though we don't have Territory Object in Query but since this object is a part
of the infoprovider for which we created characterstic so its checking for it

Authorizations missing for aggregation (")

Characteristic ZDWKJTEST

ZDWSLTER | IEQ 1101105

Entries marked with red do not have aggregation authorization
You can find more information about this here 1140831

The authaorization check stops here as this selection is no longer needed

Message EYEDOY: You do not have sufficient authorization

# To avoid the authorization check for the objects which are not being used in the query definition we
should always add °:> symbol in the authorization object field value which allows queries to run for all the
values of object even if the object is not the part of the query:

Maintain Authorizations: ZDWKJTEST Edit

|2 Change <> Display | & Usage ||[Hl Information |

Authorization:
Description:
Charact,

Value Authorizations

[ Lo icz aracter, {from) Technical Charact Value (to)
I EQ ’
1 Eq €)

# Once we defined *:* now the query works fine (without any authorization failure):
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Test Auth Query- KJ.

[ Informetion |

Nowv it shows up value for all divisions

Overall Result 109.000

# Below is the authorization log for the same:

UNecKk AQUea 10r Aggreganon AUmonzanon: ZUVWSLIER

List of authorizations that provide authorization for selection on"" (agaregation):

Characteristic ZDWKJTEST
ZDWSLTER | IEQ: <@

You can find more information about this here 1140831

In the following part of the check, the remaining characteristics will be checked

Following Sel |s Checked Camparison with Following Authorized 8et  Result Remaining Set

Charactenstic Content(in SQL Format)

OTCAACTVT |OTCAACTVT='03"

Subselection (SUBNR) Is Authornized

Authorization Objects on InfoObject’s of type Key Figure:
# | created one test query with 2 key figures as output.
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B Free Characteristics [ Columns

=l E Key Faures

# [ZDWCOUNT] Record Count
48 [ZDWATCNT] Evert Attendee Cnt

[if Rows . Preview
IH [ZDWSLTER] Territories [AX)

Added one more key figure for the same
Territory Que

# Output of query:

Test Auth Query- KJ

| Information || Print Yersion || Export to Excel || Back || Fitter || Commerts || Save As |

Territories (&) S Record Court 2 Event Aftendee Crt 2
1101105 22.000 36.000
| Overall Resutt 22.000 36.000

# We can restrict this query to show the data only for one key figure. For this we just have to add the
required key figure (Record Count - ZDWCOUNT) as value for the field 0TCAKYFNM of our test
authorization object (ZDWKJTEST).
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Maintain Authorizations: ZDWKJTEST Edit

| Change <> Display ||+ Usage ||[Hl Information |

Authorization: ZDWKJTEST
Description: [rest KJ
Charact [BTCAKYFNM

AAAAA ~ KeyFigure in Analysis Authorizations

1 Value Authorzations

Maintaining 0TCAKYFNM Characterstic

Hierarchy Authorizationg Figures Restirction

Fa BED Bl
Single Intervals

| |0 |Technical Character. (from)
I EQ ZDWCOUET

Technical Charact, Value (to)

How the query will only show key figure
ZDWCOUNt value

# Now if we run the same query it will not show data for any other key figure except the one which we
added in the authorization object definition.

& You do not have sufficient authorization

Test Auth Query- KJ

.:I-Information || Pririt Version-]] Export to Excel || Back || Fitter H—Commentsr H—Save As |

Record Count & Event Attendee Crt &
22.000
Overall Result 22.000

101105

/

Query Output after adding Key Figure Restriction

# The log also explains the reason of authorization error for 2nd key figure:
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Main Check:

2nd Column Key Figure is not same as the Key Figure allowed
resulting in auth failure only for 2nd column

Subselection (Technical SUBNR) 1
jupplementation of Selection for Aggregated Chai
No Check for Aggregation Authorization Required

Comparison with Following Authorize, o Remaining
Set E Set

ollowing Set |1 Checked

s i apin cOntENKIN SQL
Characteristic Content(in SQL Format) Characteristic Format

OTCANGTVT (SR R | EQ 03 Not Authorized
OTCAKYFNM = |EQ ZDNCOUNT ||
JOWSLTER | AND OTCAKYFNM =

ZDWATCNT' IEQ 1101105

! |EQ:

Jl Authorizations Tested
Message EYEDOT7: You do not have sufiicient authorization

No Sufiicient Authorization for This Subselection (SUBNR)
‘ollowing CHANMIDS Are Affected:

Authorization Objects on InfoObject’s of type Hierarchy:
# | assigned brand hierarchy on the same test query:

= |2 Key Figues 7;[5”@.

/i@ Record Count :
Advanced |
Added Brand Hierarchy to Query

General | Display Hierarchy |

W Activate Hiesarchy Display

# When we run the query it shows data for all the data brands as well the not-assigned brands:
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‘Test Auth Query- KJ

Information || Print YYersion || Export to Excel || Back || Fitter || Comm

1101105 N 7000
‘ 1.000
6.000
15.000 |
15.000
Overall Result 22.000

# We can restrict the hierarchy using Authorization Object to show data only for 1st Node of above
displayed hierarchy:

Maintain Authorizations: ZDWKJTEST Edit
|2 Change <= Display || Usage | |[Hl information |

Authorization:  ZDWKJTEST
Charact ZDWSPRDCT__ZDWBRAND | Pty

Value Aumoﬂzaﬂons Hierarchy Authorizations

- Detalls

Technical Node Name Ty [Hi (Ar

0]

# Assigned the node:
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Maintain Authorizations: ZDWKJTEST Edit
& Change <= Display | |@ Usage | [l Informatigg

Selected the hierachy to show data for node

Authorization. ZDWKJTEST ZBRAND_SFO01
yescription: Test KJ
‘haract, ZDWSPRDCT__ZDWERAND

= Maintain Authorizations: ZDWKJTEST Edit

‘Definition of Hierarchy Authorization

|| Hierarchy | ZDVBRAND_SF01 /933831 20uBRAND '
4| Nodes ' ZBRAND_SFO1 y N ER

— Type of Authorization

—{i| Only the Selected Nodes

— Hierarchy Level o

=7 Validity Range

—|| [Mame, Version Identical and Key Date Less Than or Equal to

| l[x]

i — Ml

# Selected the Type of Authorization as ‘1’ which will allow the hierarchy to show all the nodes which
are below the selected node:

tion: ZDWKJTEST

[I?Type of Autharization for a Hierarchy (1)

Maintain Authorizations: ZDWKJTEST Edit Only the Selected Nodes

\Subtree Below Nodes
Subtree Below Nodes to Lew
Complete Hierarchy
Subtree Below Nodes to (an

Afinition of Hierarchy Authorization -

Hierarchy | ZDWBRAND_SF01/99991231/ / ZDUBRAND
\odes | ZBRAND_SFO1

Type of Authorization (65
iy the Solecad Nodss
ierarchy Level N
Jalidity Range
tane, Version Identical and Key Date Less Than or Equa
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Maintain Authorizations: ZDWKJTEST Edit

|2 Change <> Display || Usage | Information |

Authorization: ZDWKJTEST ]

Description: TestkJ |

Charact ‘ZDWSPRDCT__ZDWBRAND
Value Authorizations

) create |&F Details |

Hierarchy Node

Hierarchy Name Technical Node Name y |Hi |Ar
ZDWBRAND_SFO1 ZBRAND_SF01 1 B

o= i

# After adding the authorization on brand hierarchy now we only see the data for node which we
restricted in the hierarchy authorization value:

Test Auth Query- KJ

information | Prnt version || Exportto Exce || Back ][ Fiter

p= A;}‘i
2 A ol

Overall Result

This way we have
avoided showing no
assigned node
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